Internet wormholes

Can security patches travel faster than light?
A reliable strategy for controlling the propagation of malicious software has become and will likely remain the Holy Grail of network security in the foreseeable future. In essence, the success of Internet worms is attributable to three key factors:

· the homogeneity of the target population of susceptible hosts

· the inherent scalability of self-replicating software
· the increasing density of the network of potentially infectious contacts.

Addressing the first of these factors does not seem very practical, because the cost of adding sufficient heterogeneity to the network could be extremely high in terms of legacy and loss of interoperability (at least in the short term). 
Dealing with the second and third factors however could be feasible, because they can actually cut both ways, i.e. be used by the “good guys” to their advantage. In order to exploit them, “all” we need is perfect knowledge and understanding of the dynamics of network epidemics, so as to be able to 
· identify possible stopping points and pre-emptively harden them, or 
· propagate a warning signal travelling faster than the threat.
The problem with the first option is that the network of potentially infectious contacts can be so dynamic that a host whose current level of exposure designates as a good candidate for immunisation can be completely ignored by another worm or at another time. The problem with the second is that the warning signal does not only have to propagate faster than the threat, it also has to travel in the right direction, i.e. that of the next likely target (or group of targets).
In this talk, we will discuss key similarities and differences between biological and technological epidemics, as well as the true meaning of topology for epidemiological networks and its influence on contagion. Finally, we will present some original results on “early warning” and “targeted vaccination” strategies, emphasising the benefits of decentralised signalling and local decision-making in the context of a changing and largely unpredictable threat.
